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Structured Firmware Analysis

“ The term firmware is more generally used to describe the

software that is embedded in a hardware device.
Costin et al.

Monolithic Firmware Structured Firmware
= One blob of data =  Filesystem
(ex: small loT like toothbrush) (ex: router, phone...)


https://www.usenix.org/system/files/conference/usenixsecurity14/sec14-paper-costin.pdf

Pyrrha

Visualize firmware components
and their interactions.
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A Mapper Collection



A Mapper Collection

A Visualization Interface

=  NumbatUI
(Extended Sourcetrail Fork)

= Python API to create DB

outputs.h

{’;bstract_output

@ pusuic

uuuuuu

&® Non-indexed Symbols|

Sourcetrail: A Code Source Explorer



@& Mapper #1: Filesystem (Overview)

@ Imports/Exports
= Libraries/Executables [

libcrypto.so.1.1 4217

=  Symlinks

libssl.so.1.1 4%

Based on lief @ pusLic

libstrongswan-openssl.so 34 DEVP_PKEY_MW

openssl 36

wpa_supplicant 8

Speed: ++ | Precision: — | Dependency: +



Mapper #2: Inter-Binary Call Graph

hostapd 2328 libcrypto.so.1.1
A PRIVATE @ pusLic
sub_BE298 libstrongswan-openssl.so 197 42i_publicKey
sub_CF2DC 1A PRIVATE EVP_PKEY_paramgen
Imports/Exports
sub_BSBAC sub_6490 i2d_RSA_PUBKEY
o o
= Libraries/Executables
sub_B8ES54 CRYPTO_THREAD_lock_new
. 76
Sy m I i n ks sub_B6D64 openssI v @21_PrivateKey
sub_B8028 A PRIVATE 2d_EC_PUBKEY

.
B ( 'e( ’ ( ) r' /I f sub_B8FA4 sub_SE704 EVP_PKEY_new_raw_private_key

DSAparams_print

EVP_PKEY_new

CRYPTO_zalloc
Tlibssl.so.1.1 1239 wpa_supplicant 2203

+ dis OSS e m b /e r PEM_read_bio_Parameters

@ pusLic A PRIVATE

SSL_use_RSAPrivateKey sub_83D88
SSL_CTX_use_RSAPrivateKey sub_3F3A0 EVP_PKCS82PKEY

sub_442F4 EVP_PKEY_new_raw_public_key
PRIVATE
f S - c g ﬁ sub_84168 i2d_DSA_PUBKEY

sub_1E764

EVP_PKEY_keygen

sub_3E81C CRYPTO_free

Inter-Binary Call Graph
= Calls dependencies

sub_1EABO® sub_3D558

Resolve calls across

sub_472CC sub_148D2C
..
binaries

sub_11C7AC

> e
)
]
B
A o

sub_A19B8

sub_B6A2C

Speed: — | Precision: + | Dependency: —



@, Mapper #3: Decompiled Binary

5 references
exedecomp

Decompiled v [N sub_SE771C*  1reference
= Call-Graph 1] e _fasteall ETEEED char *a1)

return AES_Encrypt(al, (int)&key, expandKeylLen);

= Decompiled code

+ )
Based On /DA v DLanSearchRoutine* 1 reference
*((_DWORD *)v3 + 1) = time(0Q);
*((_DWORD *)v4 + 2) = v2;
LanSearchRoutine A DataHton();
Dat: o) .
SendLanSearch 49 = b ot "'FV4);
) if ( sendto(ve, v4, 0x10u, 0, &addr, 0x1Ou) < 0 )
SendReqMSGType 51 goto LABEL_14;
) free(va);
TCPInfoSend

» [N SendLanSearch* 1 reference
b D SendRegMSGType*  1reference

> D TCPInfoSend* 1 reference

Speed: + | Precision: ++ | Dependency: ——



Demo

Xiaomi mesh WiFi router
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Under The Hood
(Pyrrha & friends)
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Pyrrha & Friends

>
generates g visualizes
—_— -—
—

Numbat
(Python API)

5 Database
& sQLife) NumbatUI
(Extended Sourcetrail)
Pyrrha
Firmware __ FS
(Extracted Filesystem) mapper

o)
LIEF

(by Romain
Thomas)
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Pyrrha & Friends
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Pyrrha & Friends

generates w visualizes

—>.,<_

Numbat
(Python API)

> Database
S’Q} (SQLite) NumbatUI
(Extended Sourcetrail)
Pyrrha
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(Extracted Filesystem) mapper mapper
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LIEF ) Binexport
(by Romain Binary exporter '
Thomas) Quokka python-binexport
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Pyrrha & Friends

generates w visualizes

—>.’<_

Numbat
(Python API)

2 Database
S’Q} (SQLite) NumbatUI
(Extended Sourcetrail)
Pyrrha
Flrmware 3 FS FS-CG
(Extracted Filesystem) mapper mapper
........................... xporer aamosie oo F
773 representation) | ? _B_'_n_éj':)f______i
LIEF ) Binexport
(by Romain Binary exporter .
. Thomas) : Quokka python-binexport
SRR : i
idascript / / \genercn‘es
Vo

Disassemblers % G @ 14



Pyrrha & Friends

>
generates g visualizes
—_— -—
—

2 Database
& T \ SoLio) NumbatUl
(Extended Sourcetrail)
Pyrrha

Firmware [ FS ][ FS-CG ][Decomp]
uses

Numbat
(Python API)

(Extracted Filesystem)

mapper mapper mapper
decompiled
........................... \ / uses
\ (exporter agnostic program 7777 7T 0 .
‘Q representation) | ? _B_'_n_éj'}f““_ _:
’\V 4 / \
LIEF ) Binexport
(by Romain Binary exporter '
: Thomas) QuoTkka python-binexport
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Pyrrha & Friends

generates w visualizes

—>.’<_

Numbat
(Python API)

2 Database
& sQLife) NumbatUl
(Extended Sourcetrail)
Pyrrha N\ !
Firmware FS FS-CG | DECOMP o
(Extracted Filesystem) mapper mapper mapper uses . ! disass://[.]
decompiled N
........................... N uses 5
(exporTer OgI’]OSﬁC progrom :_ _________ ._ ............................................
i representation) { ? _B_I_h_éjl:)f““": heimdallr
K\- i\ 4 / \ (by InterruptLabs)
LIEF ) Binexport e
(by Romain Binary exporter ' 7
. Thomas) Quokka  PYython-binexport " spawn
S : . 7’ P 1_
idalcript / / \genercn‘es P “ or gRPC goto
v

e
Disassemblers % G @ 16



Conclusion / Outro

= Productivity tooling for firmware (€W IRNN[@F phase

= Can represent any kind of data relationship as nested graphs
(network interactions, threat-intelligence, interprocess comms)

= Just scratched the surface of possibilities
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Pyrrha & Friends

I
I I

| Q)quarkslab.github.io/pyrrha/  ~_ D
 ETT—— NumbatU

github.com/quarkslab/numbatUl/

' python-binexport
E github.com/quarkslab/python—binexport ;

idascript i
github.com/quarkslab/idascript -

i pip install idascript i 19
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) quarkslab.github.io/pyrrha/

Setup
m Install a binary exporter plugin 1.7 12

Jrip install pyrrha-mapper

m Install NumbatUI visualizer 11

Limitations
m Mostly “Linux” based firmware
m Most suited for C/C++ code
m Heuristics on decompilation xrefs

All Features (branch )
m Binexport, Ghidra/Binary Ninja pip install
m Sync with disassembler (Heimdallr)

git+https://github.com/quarkslab/pyrrha.git@dev

Special thanks to the contributors:
Sami Babigeon, Riccardo Mori, Pascal Wu 20


https://quarkslab.github.io/pyrrha/
https://github.com/quarkslab/quokka/releases/tag
https://github.com/google/binexport
https://github.com/quarkslab/NumbatUI
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Thank you

Contact information:

Email: contact@guarkslab.com

Phone: +33 158 30 81 51

Website: quarkslab.com

D
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@ y) @quarkslab
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Benchmarks (WiFi router)

Infos
Size 161 Mb
#files | 1746
#Executables | 111
#libraries | 318 565

#kernel modules | 136

Time Size

Mean | Total Total Mean Total
Disassembly (.i64) 25s 4h10m 29min18s 1.8 Mb 1.1Gb
Quokka 0.77s 438s 68s 460 Kb 255 Mb
Binexport 0.85s 481s 72s 661 Kb 366 Mb
Decompilation 195 3h03 37m50s 387 Kb 214 Mb
Indexing 1.9s 18m30s 3m28s 1.5 Mb 831 Mb
Total: 7h38m Th9m Total*: 1.27 Gb
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