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Structured Firmware Analysis
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Monolithic Firmware
▪ One blob of data

(ex: small IoT like toothbrush)

The term firmware is more generally used to describe the 
software that is embedded in a hardware device.

Costin et al.

Structured Firmware
▪ Filesystem

(ex: router, phone…)

https://www.usenix.org/system/files/conference/usenixsecurity14/sec14-paper-costin.pdf
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Pyrrha
Visualize firmware components 

and their interactions.
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Pyrrha

4

A Mapper Collection

Firmware Binary
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Pyrrha
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A Visualization Interface
▪ NumbatUI 

(Extended Sourcetrail Fork)

▪ Python API to create DB

Sourcetrail: A Code Source Explorer

A Mapper Collection

Firmware Binary
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    Mapper #1: Filesystem (Overview)
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 Imports/Exports
▪ Libraries/Executables
▪ Symlinks

Based on lief

fs

Speed: ＋＋ | Precision: － | Dependency: ＋
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    Mapper #2: Inter-Binary Call Graph
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 Imports/Exports
▪ Libraries/Executables
▪ Symlinks

Based on lief

fs

Inter-Binary Call Graph
▪ Calls dependencies
▪ Resolve calls across 

binaries

fs-cg

+ disassembler

Speed: － | Precision: ＋ | Dependency: －
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    Mapper #3: Decompiled Binary
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Decompiled 
▪ Call-Graph
▪ Decompiled code

Based on IDA

exedecomp

Speed: ＋ | Precision: ＋＋ | Dependency: －－
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Demo

Xiaomi mesh WiFi router
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Under The Hood
(Pyrrha & friends)



Friends 
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

LIEF
(by Romain 

Thomas)
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

LIEF
(by Romain 

Thomas)

QBinary(exporter agnostic program 
representation)
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

LIEF
(by Romain 

Thomas)
Binary exporter

Quokka

Binexport

python-binexport

QBinary(exporter agnostic program 
representation)
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

LIEF
(by Romain 

Thomas)
Binary exporter

Quokka

Disassemblers

Binexport

python-binexport

QBinary(exporter agnostic program 
representation)

idascript generates
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

DECOMP
mapper

LIEF
(by Romain 

Thomas)
Binary exporter

Quokka

Disassemblers

Binexport

python-binexport

QBinary(exporter agnostic program 
representation)

uses

idascript generates

uses
   decompiled
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualizes

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

DECOMP
mapper

LIEF
(by Romain 

Thomas)
Binary exporter

Quokka

call
    disass://[..]

Disassemblers

Binexport

python-binexport

QBinary(exporter agnostic program 
representation) heimdallr

(by InterruptLabs)

spawn
or gRPC goto

uses

idascript generates

uses
   decompiled



Conclusion / Outro
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⇒  Productivity tooling for firmware RECONNAISSANCE phase

⇒ Can represent any kind of data relationship as nested graphs
     (network interactions, threat-intelligence, interprocess comms)

⇒ Just scratched the surface of possibilities
     (only focused on executables)

Data visualization to improve analyst efficiency
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Pyrrha & Friends
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Pyrrha 

Numbat
(Python API) generates

Database
(SQLite)us

es

visualize

Firmware
(Extracted Filesystem)

NumbatUI
(Extended Sourcetrail)

FS
mapper

FS-CG
mapper

DECOMP
mapper

LIEF
(by Romain 

Thomas)
Binary exporter

Quokka

call
    disass://[..]

Disassemblers

Binexport

python-binexport

QBinary(exporter agnostic program 
representation) heimdallr

(by InterruptLabs)

spawn
or gRPC goto

uses

idascript generates

Numbat
     quarkslab.github.io/numbat/
pip install numbat

Pyrrha
     quarkslab.github.io/pyrrha/
pip install pyrrha-mapper NumbatUI

     github.com/quarkslab/numbatUI/
QBinary
     github.com/quarkslab/qbinary
 pip install qbinary

Quokka
     github.com/quarkslab/quokka
 pip install quokka-project

idascript
     github.com/quarkslab/idascript
 pip install idascript

python-binexport
       github.com/quarkslab/python-binexport

 pip install python-binexport

https://quarkslab.github.io/numbat/
https://quarkslab.github.io/pyrrha
https://quarkslab.github.io/numbat/
https://quarkslab.github.io/pyrrha
https://quarkslab.github.io/pyrrha
https://quarkslab.github.io/pyrrha
https://quarkslab.github.io/pyrrha


Tool

2020
Special thanks to the contributors:

Sami Babigeon, Riccardo Mori, Pascal Wu

quarkslab.github.io/pyrrha/

All Features (branch dev)
■ Binexport, Ghidra/Binary Ninja
■ Sync with disassembler (Heimdallr)

pip install 
  git+https://github.com/quarkslab/pyrrha.git@dev

Setup
■ Install a binary exporter plugin [1↗] [2↗]

■
■ Install NumbatUI visualizer [↗]

pip install pyrrha-mapper

Limitations
■ Mostly “Linux” based firmware
■ Most suited for C/C++ code
■ Heuristics on decompilation xrefs

https://quarkslab.github.io/pyrrha/
https://github.com/quarkslab/quokka/releases/tag
https://github.com/google/binexport
https://github.com/quarkslab/NumbatUI


Email:

Thank you
Contact information:

contact@quarkslab.com

@quarkslab 

+33 1 58 30 81 51 Phone:

quarkslab.comWebsite:
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mailto:contact@quarkslab.com
https://quarkslab.com/
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Benchmarks (WiFi router)
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Infos
Size 161 Mb

#files 1746

#Executables 111

#Libraries 318

#kernel modules 136

Time Size
Mean Total (1 cpu) Total (8 cpu) Mean Total

Disassembly (.i64) 25s 4h10m 29min18s 1.8 Mb 1.1 Gb
Quokka 0.77s 438s 68s 460 Kb 255 Mb

Binexport 0.85s 481s 72s 661 Kb 366 Mb
Decompilation 19s 3h03 37m50s 387 Kb 214 Mb

Indexing 1.9s 18m30s 3m28s 1.5 Mb 831 Mb
Total: 7h38m 1h9m Total*: 1.27 Gb

Favor on-demand creation 
rather than systematic DB 
creation

565


